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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and a 
device which receives data from a computer network, 
such as internet via broadcasting of a cable or a satellite 
television network, while being able to transmit the data 
against the stream to a computer network via a 
telephone line. 

SOLUTION: Data in a data link layer is transferred by a 
packet processing relay agent(PPRA) between a 
unidirectional system network adapter, such as a cable 
modem for receiving internet data by way of a cable 
network and an adapter of a return path of bidirectional 
system, such as a telephone modem for communication 
with an internet server 1 55 or other users via a 
telephone network 140. This system has a TCP/IP 
routing/addressing stipulation and compatibility by 
having an IP packet, having a cable modem source 
address across the telephone modem transferred against 
the stream. The PPRA can give functional enhancement 
by incorporating functions in a layer higher in the data 
link layer. 
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(57) [KM] 

[RiB] ^-yt^ay^a-^T?, tr—y^ji&mm. 
v- u tr v 5 3 >^ 3/ h i7—^ (o-mm&fr tt-f * y 

[#?&r3M3:] ^-iry ^— S (PPR 

a) (c£oT, f-^yy^ii:j)6f-^^ ^r— ^ 

«^^{Cj;oT, TCP/lP/U-r^y^/7Ku 
:y^>^«;££iEf5M4as£>£ 0 p p r Afi, *f — $ ]) > 
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*#fHI¥ 1 1 -2 8 9 3 5 2 



1 

[««M3*<DifiH] 

iQLtzy*—*s<try h&*~*—fZ>Jim. (2) ml 
(3) StrlS-r— ^^^3/ hdsfflrffia: D-bffi^^n ha 
^*s/M7^^5m (4) mE.7 s —*'<tr 

y v^ji K7>r^- ^p>s(riaj; *)±.#L<Dzfv \>^;um^ 

mm^y Ht*— *£-5-x:5Xg, RXf (5) mlf5^ 

frta^^y H^y oi-^aiv h^^^^r, r 
*ris— ^f^^r yy?<nmm^— * y v^jb K^-r^— 

[ §9**12] aHf8S»-Oii«SK^, ^— ^Vu^ufcTv? 
l co^r&o 

*f i Xfi2<o*ife 0 

29* JS 1—4^1 >-ftL^^ 1 (Djj^o 

-£S*vr, wn^eaiSixsstrtB^— ^^^^ 

Six. loTT'D -5r«- > • U-</U • , ^ 

-fT^^^^-^^h- =»>-^^ 3 s » U— > 3 >- • zfv V 
= /U . y . ^n— ^ h ■ 

37" • is h . :/n M/u. ^n^f , -f — 
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o h =x^ • -7 4tv$ y t^— * y h>-^y >- 

• Iz/lia-i/ay ■ 7 p d h^yU • X- v? a: > K 60p 

ftLTt^-^/^-;/ (2) t«I 

(3) mrfST- 0 — ?;<lry h*s«rlEJ: 0±ffiO^n h =i 
^ y K7-f^— frbmmx h =r 

20 jum^mmf—^^y h^^^i^ ^ (4) 

Sm^tL^>#^, MI5-^^]T^^^comrls^-^ y > 

3/ h^y u-m— ^> h^M^nt, rtitc^ 

rfiisftr^^^— ^ y v^ji K7>r^ — -issu M 
15— irisisr^^wfltrfs^— ^ y K7^^-i s 

^ 3 y^rA, Sir ut^Hy^rA, ^I/i^±^i^ 

tf , M* 1 ! 7-10 CQV>-f 1 c?577So 
[m^*^ 1 2 ] 7j T'tyH^^ y h O^-f a - K»0 J: 



3 

1 1 <D\r*-Ttlfrl <Djjfe 0 

isa*si 3] mras^^-fe/wt*^*— ^* s . utrE* 

#Jg 1 2 GO^ & 0 

[M*3ai 4] mm^>-t o ~—?*y by— p-wms, 
1 3 <o^m. 

5] ^^^^^1-^^, (a) 

striE*— tf^^o^^, at* (b) BirEfS— <z>ii« 
o{cmig-r5, 2-1 4<^v^-Tix^i(0*fe 0 

[»*«i6] *e^7 hftLaiy u-x-v?xyb^ 

#<< tvy^ • h • =i 1/-7 4 v- 3 >- • 

h -=l)\s ■ y U— • V s j: > K y^— ^ ^ h • Iffr 

b * h=vu • ^yir/Hb, h ■ 

y ispm? 4 v is?. wftS7Ku 

fa — h !7 — ^coi*— f ^^n^y^ib-r — * 

(1) tfris— jjfa&T#-?*<D j r—* y ^jb K7-r 
(2) sfria-^isj^r^^^— 

, (3) ^yF^iyu-x-^yh, 

affffi*— b*^ 7 u y <^ y l r frffi =« > f ^ — * * 

Strffi^— 9'*>ry hJ&sjMrKJ: ^ifioyp h =^HSj&»b 50 



(3) 1 1 -2 89 3 5 2 

4 

mris^— hasffirffiJ; ^_b{5:^^p h=/u®* s 'b 
1 7 <Dmm 0 

imxmi 9] tifis-^^r^^^, ^-y^u 

Mf#Jll 7Xiil 8cr>^g 0 

5, »*3Si 7 — 1 9cov^-rtL^i (omwio 

[»*J5 2 1] mrfE-^^r^^^. ^AS:^ 
tf v 17 — 20 CO^-f tb^ 1 ©Bio 

[«*«2 2] ffrfE/^y h^iy zc— v 1 ^ V 

a^^tit, ^K\cmm£ixzmm^—?s<^y htm 

- b - ^1/7 4 3^ v-s V • 
hzi/u • y • :r — H , -O'^— %y b • 

— h • 7* b • ^rAfe/Wfc, H • 

-fu sn/u . ^jjisz y r-^yy^ih^y 

7Lh1XZ>, »*aHl 7 — 2 l(OV>ftt^HZ)8t 0 
(1) SfrE— *l6l*T^^^O-r — ^ y K7>f 

^<-. (2) we— ^fSi^ry^^v*— ^ y v^js 

*<D£ *)±.\tL<D-?v b^^m^h^m^tl^^t^^: 
if£-^^7m^f»^ y V^S K7>f 



(4) 



1 -289 3 5 2 



5 

. RXf (3) *<*ry U—m— i>^is K 

fiffffi-r— ^^-5ry YitmSLZ*) ±JSL<n~f* b^J^mt-h 

mffi7 f — ^^3/ h*sfflfffiJ:«9 JiffiO^n h=^JSa><b 
MSE^-^^h^ AWE— *r*]T 

t-K'77 p D^^Lt«IS3^tr a -^*y ht7 
fit** 2 3 £0^©o 

[19**2 5] fflria-^iRiSr^^^ds, ^-^a^u 

it** 2 3 Xfcfc 2 4 (DmWio 

[11*926] m&te-<Dmis&&&, its^n^ 

6. 19** 2 3 — 25 (O^ftl^ 1 0>3£Ho 

[89**2 7] ffiria— ^iPi^r^^^^, *rA^ 

fc\ 19**2 3 — 2 6<D\,*iTinfrl<D&& a 30 
[89*9 28] * 7±Mk'<tr y h <D^ u - Kffi<z> J: 

9ME^7 hMy i/-i-^xy h*s, wix^tea&S 

H§ilLfc^5fcT ^tt6, i:: ^19** 2 3 

— 2 7 (7? I ^i*ixa> 1 (Dm&o 

ffifc1&7G\,1t J r — *'<frty h^ MiS^ > t^-^^ 5, 

*ru 

t r -50S9** 2 8 cO^Eo 

[^3 0] flffE^^t 1 ^ — ^*s/ h!7 — ^r-^>8(fffi 
o-ir— ^g^s^ -f V^-*3> hlM h-CS>5. S3** *o 
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2 9 Oi£Eo 

[29**3 1 ] gltSx^^ii/Wb^^^-^N (a) 
fiftffilf— f*:^'^^ R7J (b) flffffi«— <Oiif3S 
KfdBBffiLfc^l'— ;?<£>*3> h !7 — 2\ <D?h<D—o 

[g9**3 2] ffirffi^-jr y h&Jiy u-x-v;zyFis 

SS*U lo7/!i^-^3y ■ u^u-7 , D^i/-, 

-j- ^ 3/^ - h - nV^-Y 3r a U— v-a > • 

hn/U . y U— ■ ^n — > K -Y^^— h • ^Ol" 

— ^ • > h ■ hn/l/ - N -fV^ 
— h • ~7°v h^/L- • ^y-ir/Wt:, ^V^-^y h • 

-fu h=jyw . :7^/u* y t"— ^ v >?mhy*v 
t"— ^ y y st/ftsrKU' 

5 *>co4>4< i: fc — o&-£t*mf£^>^>x* > h^ 
^ibn-5> 19**2 3-3 l GQ^vrn^i co3£fL 

[0 0 0 1] 

[HSttWtiAK] «#rptuiS6o/o 

65, 0 5 4^- (I 9 9 7f ll^lOB tUH) 

^^*i-5 0 

[0 0 0 2] 

0"'Jx.f^ ^-y^fi/t'^Hy^^ F7-^^i 

^t^-n^ h 
^-X — Z&Ty'f^ h y — ^ (upstream) "f^fe 

[0 0 0 3] 

AR P : T Kl/^ • y/y^-Vay • h =»/U 
CPU : **S»*Q«aSH 

DHCP: s/^ * h - =t>7^ ^> 

3 y . 7"p 1^3/1/ 

HTTP : • 7^^^. h * h =7 h - 

IETF: -O-Z—^y h • iy^7!l >^ • 

• y ^ 

I GMP : 4 y h • if fr— • "^^v^y V h • 

IP : -f V^— ^3/ h'/oM/U 

I P C P : * ^ h • nv^-f^r^- 

U— V • *7*a h 

ISP : *y h • if— fcT^ • ^a/<-r^ 

LAN : n— % jV •3ill7'-^yh!7 — ^ 

LMDS : n— • ^/U^tK-T > h • 7^ ^ h y fa 

— > 3 >^ • i/^^rJ* 

MMD S : -^/U^^ir • -^yU^^-f V h • X -f ^ 
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h LI fcTa. — V • '>XfA 

MSO : -^/U^zf/U • CX-r A • ^--^U— ^ 

PC : y-Jvu • =i>t 3 ^ — ^ 

P P P : h • y — '^Vh-ynh =iyu 

PPRA : hftLSHJ I/-x-^xy h 

R F : «t&J3%ft 

RFC : y h • - ^^>h 

TCP : h^V^vyv-ay - ^yhP-^'/n h 

UP D : ^x— if • 7 s — -9 ¥ ^ • Y^JV 

uhf -.mmmmm 

WAN : CM K-xy7-*s/M7-^ 
[0 0 0 4] 

mz&'tzmm'rj * h y tr^-v-a >*y hv—yh 

— ^ (closed captioning da 
t a) , m&y*—?, -^M^ffi!^ 

[0 0 0 5] ^O/i^CO^— ^Vu* y h !7 — ^ i-tt. 

[0 0 0 6] ^7t, ^y^^^h^ii^^^Vta- 

I*, JfcSWK, PCSt/AMS^-T^^U I^^FiSSB 

fiB-fr— fc^^fb^:?^ y?**?"r** K RTf^P?^ 

P C bSfBfflltf) p c ^ £ri£ff -t 6:tCi;oT 

ft^T^Sr^LT p c -eagre sn*. 
[0 0 0 7] mtSi:^— 

3 KHz i:l^ofc*fflr«i|e^»JPfiStLSo 



(5) ^g^SF 1 1 -289 3 5 2 
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[0 0 0 8] C^)J:3iC, 4r— TOuXktf&M** h9- 

[0 0 0 9] Lj&»U UHF, MMDSWLMDS^: 

fSa*J<^fc<a£tt:a:"t-5u £^ofc#i&&£Jbff 
[0 0 10] Zblz, ^jT/u/KM^^^^^tkSk 

[ooii] sto-c, pct\ ^— mm.x&}&±. 

d^r-^^^^y^ hy-A (downs trea 
30 m) ^^t>^2JttixlC^o^^f^fC^Bi-^-^. «ISlHl 

[0 0 12] ^7t, rcov/^-^Afi, ^r-^fAy 

-^r K^S:tct/^y b&mm*y hv-?^x 

• ^^—7^ • ~7 *f — (ant i - 
40 spoofing filter) frfemT 

[0 0 13] CCOv-^^i^fi, >5r— ^/u^t'-^*^®® 

[0014] ^r— >a V • U></U • /0^y-, 
DHC P y I — • — y I GMP/ndry- 

i p^yir/wt, i P7^^ y ^— ^ • y 
js h^yy^, "r— ? * y >^ • y ^ 



(6) 



ftffiW- 1 1 -289 352 



9 

IkttffiB&^^s^sx * is h iff i '<tr v h&M}) is— 3i 

[0015] ±asxtj«-?:<o«ia>*ij^^*ri-s 

[0 0 16] 

h 7-?^-?&ffi,ntmjjfai<cmmT~$ safest* 

V^/u^LT, = > t 0 ^.-^^ y h ? — ^ tcffiig^T 
[0017] ^r-^K JffiJbSfca!, Xli*:<£>te«0 

*V—*r4 ^7 (forwarding) ) 20 
**Sds«|fitSti5o MMDS©«|:5 4iS±»iS^f 

liffiy v^coj: 5#»— ^jaftftK^LT^vt':* 

COJ: 3 ^t a jL — y V 9 — ?^CO^-—+fCDT?1Z 30 
^Sr«FW*-S I S PT?fef9»S 0 

[0018] — *rpj*T^^*>b-*"iP]S;r^^^ 
^-^-t^ia at*?*— ^^3/ ha*— s-fiser*' 

Sr^tfo f^*'**? b&& *)±.#L<n^f 
o K=vHia>bgff SWi^S*. 7^-^^;y MS. 

[0019] 7^- ^^3/ ha*. — 

OTfo5o r<Z)S£\ t*— y Mi, 
[0 0 2 0 ] 9*<*ry hz^ i^l^yn h=i^ 
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■teit-r-So —Jjfa'&T & ~7 & <D^r*— # y s'&M K7 

if— t^7°p^mir, nve^-^ 

[0021] #«E<7>te<^;frjfcii, z^foftrrf-ffin 

&Zf~<DT — ?s<Jry bfr-jjfa^ 

li. if— t^^p/wmit, =i^t°^ — #*yb 
[0 0 2 2] f-^^j'h^ J: 9±M<D7n V ^ 

Mi. —Jjfa&T?zf*<D7 s —# y >-^^ K7^^-^ 
e>ct!9±ffi<^^n h=iywS^x.e > ti5 0 7^— 

[0023] ^S^Jtc, zi^-^j^r 

^(OmS. "T—fs^ybte, M^tf, if— t'^T'p^ 
^^«bSff £*l,3-fes^>3 ^^mm^rf—^ (Xtt-fe 
y a V^T -v/^y/f if — ^> 3 — ^ ( s e s s i o 
n initialization data)) £r1=& 

[0 0 2 4] -/^y h^^y U— zc— hfi, r<7) 
H&liiy rc— h (C^i^ L7t7^— ^ / </ r 

[ 0 0 2 5 ] ^'^ y hMy i/-x-i?s y h ii, zco 
s<y"y b^m ] J \s— ^— blcm&lrfzT*— # s<y~ 
y hML, J.oryy <7"— ->3 v * u^</u - -fu* 
DHCPyi/--x-^yK IGMP/P^r 
>— , I P*7*t/Wt, IP7>f;^!jy^ 7*— ^ • 

y hy^y y^, 7^—^ • y >^ • y^s^f y > 

[0 0 2 6 ] — ^coH5S0ijT*«, ±8EO«ffi}C*Dx.T, 
^7 htoiy u— J.— Hi. #:/-t?;Wfc^<7-3/ 
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^ ^ :c JzoT, s<fry btthM V \s— hfC 
T$"r%-y*-tMk (decapsulation) 

tests** h?— # isp) ^nv-e^— ^ 

So 

[0 0 2 7] f^^t/Wk^vfa-zI/tt, ftSMM. ^ 
— -y*/U^-^<\y — &<D^y bV — ^(CfHiULx XttMt 

s<v~y b&y*$s*±;HkLX, ^zfirMtv'—^^^y 
Y*m.7t~tZ> Q miiLtzir — 9'<*Ty MS, ^>t 0 ^ — 

SrttSo mTcLfc^-^-/^^ MS, ^>-^ — 

h^*^-f hCDct — ^*;y H!7 — ^ 20 

[0028] ^ y hAaay i—^— hass-a-* 

[0 0 2 9] J:ta<0*jSfe^»lS-rs»HO*fiRt>16W-r 

So 

[0 0 3 0] 

[0 0 3 1] ffiM "^e^ — ^*;y h 7 — ^" [S, r 

wt?«. -r:/^— w^yh, ^cd^tcd 

[0 0 3 2] ^l/V^ — Z^yVy — ZX'^—fmiB 
h =j/WS. /nh^/^o^^^^l^otti^ 40 

#JlCD^c3 0»Jx.tf. flKD^n h^yU^&^L 

[0 0 3 3] ^^(D&TffiOJBf*, «ii>r-f7t' 
m-f Z>-75W<d& ?&y y b V^TXfr>Z> a b?>* ™ 



(7) »BB¥ 1 1 -28 9 3 52 
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mtkxfcmv^v-y b&sm-t&^ttzj: 
££{::-rs 0 »fc. a^ofcy ^^xuc/u— ^-eo#«iB 

Mffl&V^QfcaiAX*VnE<Z>7l'—Z^y (f rami 

ng) s:ffl-»i-5« mmm&. mm^yt? r * '<x&m 

[0034] h r7— ^js-m, h^>^^— hJl^ 
M-*D*tb5 0 x — ^ y v^^-Cli, *yM7 — ^JB*^ 
^JP^n^o /^y hW&Ill ^^^"^ b<D7 U— A^-^- 

[0 0 3 5] 3S5fe(?5^-»tcSW ^S-r — ^^^u— 

[0 0 3 6] hli. TC 

d h =2/K I P £ LT^6ti5^ ^ h t7 — 

h=^*«ffl-r5o Tcpt-t^n y^yhiir 
t^«totaasti5 0 #y^^ hfi, hco i pt 

K^^y^7hS3(li7K^, M^-hirl 
X^^nS*^ Mc^LT 1 6 t> ht^n-^/K £ 
tt^o Sa*tt\ ^m^^vcoy^-^ h ysryV^i 
sis (socket call) ?r{^ffi ~t & ^{H^ ^ > 
toy try bkCDmT+te^Z r> tm±L£ft£>o 

[0 0 3 7] Lj*»U TCP/IP^^y^«» 

— ?&mmi-Z>k%\Ct£C, Ht, y^ — > (ret 
urn) ftSStt, PCXfl7U— ^//y 

[0 0 3 8] «x.«, ^-^T^^fAt'll <Sr 
— yyurut^a l/y^yls bit* ^^^-^y 

v^a^^-W^yU (OTx.tf, 6 MHz) S:filJ9 3"CT!^ 
So PC*4, (DZ'i-JV)'? y$Ty 

-f (hook-up) $:ffflLt^-y/^rA^L 
truty 3 y/7y h (W^.fi, "SSciH^^ > h" ) 
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K3E4:Ip1133LT. ^-7>fl/t'y 3 u— ^ [c J: 

[0 0 3 9] ^— ^/u^-f^n rt/t^B 3/ h !7 
*x«:PC^j2SSo ^^^v-yy^;f^y^^>^- 

Xfi^-^-*'7 1 -r ^ (alternativ 
e) ^(^/coT^X.'bix^o 

[0 0 4 0] M ra7^-AK (dual h 

omed) " ^— tTVi^^AT — ^t 1 ^ ^-^r Trn il 

(pool) ^ibiiiWJcwo ^re»tt«s*^So 

5o ffllo "7-1 — J* K" n PC<E>J:5fc¥— r 
^^^tc-0(0^y — ?<DT Q&^&ft 
ofc I P7 Ku^^rixP>r^y^<0*-«r^ffifflSix5 

K^f±s I PCP£ffifflLT#J!9 ST^tU tr—zffr 
[0 04 1 ] ra7/^-A K^— -ffr*:*rJ*%> ^ h !7 

tl ^f§^^A— |6l*tbtb5o *f MJ— 

CHHiiLfc I P*^ yt^T KU'^SH**'ttbtf*(b* 

tB7^^HHlLt I P7 Ku^SrftSo -<*>T 
ix>-^p< yMl »^^7'f7yhTCP/IP^^ 
-y^KD/ls— "T-r >^ (rout i n g) /T Kl^yW 
^/(addressing) ^^tCig^-f~6 0 

[0 0 4 2] El in ^SW-tEofc^T^T — ^rf 
^^^^Tjk-Ta Z.<OTSr7-$^-^\lL. MSO/W 
/U^^U— 9<T>*y h!7 — ^ 1 1 0, J-—" tfroSfiitCE 
^t^7^7VhPC 12 0, IS PWM^y h7 — 

hOiift^Vf^ 1 5 0, ^ 
tf 0 MSO/W^l/-^^7 — ^ 110 
tl h 1 5 0 ^^I§^tWMSO;U- 

^116, DHCP7 K^4r*3' h !7 — ^ 1 1 Otcj: 

totr—-?*J\'*y yy — *7T Kl^l*— 1 1 4, aO<R 
F^-f >^/H 1 8_h<£>^— ^£f^— y/U^-v^A^-^x. 
5fif«-*s/ M7 — 1 2, Sr^tfo I Prii^t 

* h?-^ l 1 0lcg3iE-r£ o 

[0 0 4 3] StKWJC, I P^#:^r/UU~^v^-- 



(8) »HI¥ 1 1 -2 8 9 3 5 2 
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;H 4 8!l I S PS2ffi-*^ h ? — ^ 1 4 0 £ V* — 

his 0 t^Bgsdsaftbix-c t> «fcv\> 

[0 0 4 4] RF^V^/Ml Jt7T4'<Jk 
[0 0 4 5] rCT\ RFft^H 1 8 fc, 7l/t' 
[0046] PC120 (fflj^tf, S«WtC, LANt" 

^^f^^t-fcot^ct^) n — ^[^j^:^— y 

;^fAl2 2 (0»J;tn ~^[S]^7^^) , #*W 
{Cffcofcy*^ 3/ h&L^y U— ^n — v^V hi 24, at* 
®^12 6 (#J;U1 1^7^^) , 

-5r— -Jiv^tJ* 1 2 2at*«lS J *^ 1 2 6fl 
20 0)Jx.n PC0>rtSBX«:*Wl5# — KO«t 5 

£ o y l/-x-v?xyhl 2 411 PCI 20XfiPC 

I 2 O^Stfc^^-f^GO^— K^X, V7 h^x7, 

Xt//xr±7r—^!?*rt?SlfT*tb5o ^122 

II Httf, -Sr — WM, MMDS, LMDS, U 

[0047] ;:t-, pc 12 on CPUW^y 

-^yM2 40limt6i:it^ »]»«# 
^r^r—yyu^^A 1 2 2^0 ; ®f§^-r A 1 2 6 — ^-x. 
30 £ 0 

[0 0 4 8] IS PfilS^y b? — ^ 1 4 Ott, ffifiSIsI 
il3 8^ltl^fAl 2 6d^7*— ^*SfB"f 
5o ISPflffi*yh7-^14 0li, JB*t-^i4 

4, tis^y h i7— Kt"*iJ— 14 6, at/-r v 

h 1 5 0—1 SPSIS^y h!7-^140^ 
^c-f^ I SP/u— ^ 14 2, Sr-g-tfo h 1 

5 011 PC12 0ia^ffflOf-^»#t^^ 
^U-^^-r — -> a> (representation) 
y< 15 5 Sr-g-tfo 
40 [0049] PPRA1 2411 9 0(0^>-^ 

[0 0 5 0] PPRAl2 4fi, — ^j^\^T^Zf^^^\ 

^^-5 0 H^wnsswen — ^fsjr^^n rf 

so ^^>^/n l 8 ^Lt^-^fl^t'^a y h 
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tr—zfj^^J* 1 2 2T^5 a V U-x-^/xV 

M24ii y * — vgBry;/* fla^oHJSea-? 
fit, flSflS^-T** 12 6) — gteu y ^ — vSB&T^V 

it. pprai 2 4fi f-^yy^i^fc^/^^ 

h&—JyfaiX:T?Zf# 1 2 2;>>b V 
1 2 6^<E2M" Z>o 

[0 0 5 1 ] 8oW§^, '^5/ h(^y-^7 K^* 

1 S PA— ^co<fc 5#Sl8Sy ^ — h!7 — ^co^u— 

-fjv**fj* 1 2 2fC^Jt-r£y— *T Ku*«:*rt-£» 
-8\ I S P/u— * l 4 2l£ < fcoT»fB£*x-*\ ISP/P 

-^h 2x*$m$tiz> 0 l*>u ae^* 126^ 
^y- *r K^srfco^y M«ii&£*u 1 s 

bU — ^ 1 4 O^b^T^^— *y hi 5 0 Sr^^J 
otft<o ISP;u-^14 2(t 7Vf -^/-7^ 

^r^^-f5 0 mi^n^T, WR^n^^-Jr^ b<DV 20 
-^TKU^fl IIS* y KI7-^ r K i/^ t-A 1 4 

6{z£->x9t^mK> mxh later K^t^Sc 
[0052] $ y y^ixiWs/ bv — zm b>* 

fi. V— ^i, m—<o#<<7 ( L^Lv &t£i1t?>C? 

— ^_hfc£>5^*.x hieomwiifS £^T#£{c-rs 0 h 

V^y >>TT\ >^;y h^&^f&CO^^ h CQ^-f o — 

[0 0 5 3] t^— * (jg 2 . > h ■ • 

WVF- N>^y - -fa h=i/u "PPTP" , Jg 

2 h^y^^o h=r/U "L 2 TP" ) b 

v—tm (J13. iPhy^y>^) o-c ids £ 

T**>Si, IETF RFC2 0 0 3KliI|fi8£ft5<fc5 

* i p hy^y y^^r-A^^y^fA^fA 

[0 0 5 4] W^ll MSO/^r- ^/U^f-^ 40 

U— ^CD^-;/ H7-^110-ePC12 0^5)I Pt^ 
^ir/UU— 9 148^IS PfltfS*y h !7 — ^ 1 4 0 £ 

b?—?mxte. v<D^m \ p^y<y<Dy—*s 

TKu^t^v PPP7^i:7K^Sn5IP7K 
^i , ME ; tf^l2 5^IP7K^, "CfcSo 

— ;y^£Cco 555*5 T KU^Il I Pf^^u-^*'^ 

& I S P/U— ^ 1 4 2X > ffiffl*tL5i, -5r— 
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PR A l 2 4Xn$L£titz I P^T^uflsffiffi^J: 
isr^ i 2 6^p,i5l*5tti**L-5ii(r^8(ri* LfcJ:5(c 

[0 0 5 5] ±*Lfcct 5iC 3^tA1 2 6 COT K 

u*as, i pc pzmmLx®}*) %x btiz— &m 

^r-y;^TAi 2 2C07KU^^\ DHCP^t 
fflLrfiJt9^r(btL^ 0 DHCPSrttfflLtjBSti* 
y h !7 — ^ tt, =V7^ =^^l U— v-3 >- ( c o n f i g 
u r a t i o n) • /<7^-^MIi:t57 W 

^"/^7^ 12 2) ^t^DHCP 
tr—zfjis*y b y — ?7 Ku^-y— 1 1 4 $:t)ofcZ 

[0 0 5 6] g|2(i, ^P^C^ot/n h^A^^y 
^«:^-*"o **5/^ 2 0 0fi, PC 2 0 0W/p h^yu 
**U ^-f^yy^-^By («ttt, pcw^ 

12 2 0 (0»J^.tf, TCP^ftffl) , *y YV — t Y=7 

^t'12 3 0 i psrttm , ^-^yv^ii 

2 4 0 ^tJ«*SJg 2 5 0. ^^tPo 
[0 0 5 7] 7 s — 9 y >^^2 4 MMfrJ* K7 

-f^-2 2 6, PPRA2 2 4, MW^f A K 
7>f'<— 2 2 2, ^^tfo ^S^fi. mtS^-^^1 2 
6. ^^fA 1 2 2, £r-atf 0 PCIt grit 

co^co^— ^fAl 2 2^irf-^^flU 
IM^l 2 6^1^-^^^!^^ mx. 

fi, 3-— tfr^y ^— ->3 >m 2 i o^b. h^v^Tjf 

-FiK7-^^-2 2 0, *y b V — #ffi K7*f'<— 2 

30, ^/u^e^A K^-f>"<— , yu- a:— i^^vh 

2 2 4, BIS^A K7-<^— 2 2 6. LTSmt-. 
mig-=e^A l 2 6 — i^ix5 0 ^ -7t\s*:*rJ* 
K7-r^-2 2 2ll a.— if coy h*, ^/u 

12 2 -^(iJfc < y ^n — > h 2 2 4 — 

So mf^Hr^-'A i 2 6 is, iMyy^^fflL 

^— hf-zwu-f^yy^n^o 

[0 0 5 8] -y— s< 1 5 5 (3, mm&JtZH T T P fC££o 

So ^—^<15 5f3, y ^oi^ h^ixfciS^?:, ^ 
/U^-xjUT^^^ ! 2 2i-i|iSLfc I P7 Ku^(d£>3 
PC 12 0— M-To y ^^-^ h*nfc1B«fi, M 

SO/^- — b ? — & 

jc, RFf t^/n i 8{cbtotgt)n, tr—zffr 
^e^A 222 {cj: oT^fu^^So rco^— ^<^«LS 
fS. W/^rA12 2^t), ^— ^;i/*fA 
^-2 2 2, *yh7-^0K7>f/<-2 3O 1 h7> 
^*-MSK7>l'^-2 2 0, ^LtfttC, ^---y-'T 
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tr—i/s ^M2 l o — tSfctt. -t*Ui, :/ 

yfriHcJ; vmmZft, PC(D^y y ^£ix 

[0 0 5 9] WMtf)^, P C 1 2 0 1 (75 I S P18SS 

^^i7-M4 0^»iiUc^^!;, -fey 

3 — >^ — *> 3V (session initi 
a t i on) 

[0 0 6 0] ^f, 4 4 £ga&U 

t§^7*-M;:B8iSLfcTCP/I P*>? y ^fCfiJt9 ^tb 
tLSI P7Ki/^S:S5^«)lCs 1SSS^-7*-k 1 2 6 io 

ir y^>3 y^tiCPCi I S PW^ h 
!7 — ^ 1 4 0 £<7>PflT'X»L;fc1t«fi3\ =r^^>3>y 

fro 

[0 0 6 1 ] ;©^y|^tu ^ h_ho^ 

fe6 c Scld. ^— ^Vu^A** y?te, (X 

— ://i^ex-ka*, I P7 K^X^y h? — 

- ir^rlc^-r^o W^7 f A12 2AS-*(fi]S 

31* M*. P P R A 1 2 4 Srffiffl LttlS7^^ 1 2 

[0 0 6 2] y^^MOS^LT, h!7 
-^7K u*i>— 114 frt><0*r— y/u^e'r AXtf* 

y v 7-?®mmj£ffim<Dfz#><D i pr ki^i*, 

h 1 5 OXt/I SP h!7-^ 1 4 0£ 

^LTSlS^f -^7^ 1 2 6-es«Six5 0 — s., 

X (initialize)) £tb£ <b , zffr^T* 

12 2T*g{f£tK aB*fA12 6^Lr^4v^ 
[0 0 6 3] — -$r— ^U-=E"7*A** ;y ^7^fb-f >^ 

h^co«EtLti2*ifi](Ojl«07ta?), SiRtfS P C U: 
St3:£*lT L£ o t , ->*try PPRA124^ 
Its ^-^*f A K7^^-2 2 2^btB i &f A 
K^^V<— 2 2 6— t"— * y>^i24 or^iH^n 
5 0 '^;y MS, ffiffiHe^A K7^^-2 2 6fr 

hi) f — ^mS&T??*? i^r^) 126 40 

I S P^Efg^ry h 17 — ^ l 4 0— Steffi 

&izto<Ds<&? h<Dttim#)ti:&km&* ppRA-cuff-c 

#5PPRA2 2 4[C^tl6 0 Kxyyxy^^ V h 
fit, T^y -Jr— >s > • U"<yU • ~fu dr>/— ^ DHCP • 

Mb, i P7^;^y >>?\ * y >^ y 

VLXfrPjW ^ftlARPx-^yh, £ 
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[0 0 6 4] i^^^^2oom 

fcfflas'SMS^A** 2 0 2 *«;§:« JC«U 0* 

H^^— ^ y >^JS2 4 PPRA22 
4Ji, •z 2 '— ^ y >^^i:fe6'^7A7^ 7^202 
t-ir— ztfrfrJ*** 7^ 2 0 4 kCOffl&'O"? — 7x 

[0065] — m 2 sc^t-^^f^ >r 

^■x A<7)i§3?co>f ^ — hT^-fe^jSff*— K 1:1*3 
2 2 6 ir'ilfS^^A 12 6 £ <Z>BB0>ft»tt:, fife*, 

y^-^ t >r > 3 v-r— * t <nmji*m.n-fz> r 

[0 0 6 6] m 3 ^^P^tc^ofc^— y/u-=e^A K 

J: o Tgft ^/cti C07)^7^\ (-oi/ >T^^:^75^/^ ^ 
6 Wf3 0 5) 0 /^7h^"^fisK7^/< 

-i:«tots« stLS4&-&. %±mn, ^3 i or^t 

f3l0) o ^t, PPRA2 2 4^e)V--^f^ 

3<D%WX*m^tz "A" (W#3 1 2) £ril£t\ M4 

[0 0 6 7] PPRA2 2 4^^y--^f 

A K^-fV<~ 2 2 2 (CctoT^fB-^n/c^-^ (^J^L 
tf, "A" (fff3 1 2) cDt>^) li, 

3 jolt ^ D H C P h 7 y f ^ 3 ^ 

— -JfV^y b? — ?T KU^if— x<l 1 4 £69— ^faii 

««:S!i-So ^^^-^f^ W;^7h7-^ 
T K^t-^ l l 4A»P>tB j e^^ — * 

[0 0 6 8] ^-5ry has«fc D _bffio:/D h^^JB^bro 

$ 2 0 4 CO J; 9 Tffi^ftaJBfCiSJtS^— 7"/^^ A 1 
2 2d»e>©t-eS>5. ^-iryhfl, ^^K!7 

^ 2 0 4<DJ; 9±ffiOJS^eaiSJx5 (ff*3 1 5) . 
>r-7'/Kr^ 1 2 2 7^<b^— ^u^e^A K^-f^— 2 

^ -V V * J V \ Z £> ft o X miU * *X 5 » in ^ — ^ <D X 0 * 
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[0 0 6 9] ^y bfc£ V)±.{iL<D7v b=Jl>m (Mx. 
tf, JB2 1 0. 2 2 0Xli2 2 0) h<D fcCO-CfcSS 

0) o PPRAtt, »#«£?*3!> {^-Jrs/ hSrSOfS-TS 
(^3 2 5) 0 rco&Jiii, ^^-feyHtXfiT**^ 

>h£r^tr 0 PPRA2 2 4t^7 B ot^^Tf5 
ks #3/^^ 3 3 0IC*i^t, PPRAft "'^^h 
aHB*WfiT ^^^IM^rA K7^^-2 2 6 — i£ff -f 

5o ^-ir^htt, mi£^AKW< 4Ea£$*l 

#3 3 5) , iM^K7^/<-2 2 6 

^p>ae^7*ix 1 2 6— eaisixs (^340) 0 ;< 

try Hi, mtSy v^-CcO^rLfc^bo/cilif 

[0 0 7 0] ®4(i, «^«of:li€rAK7>f 
4 0 0) s h^tB^rA K7-f^-2 2 6i:i 

(W4io) 0 b&&r>±iSL<Dzfti b=*;i'mfr 

b<Dh<?>X~3bZ>Wr&, s<try MS, ii^rAT'o b^ 
;v*$ y^cDJ: *) Jbfifcou^/wo h*7>f^- (#J;cte\ 
*yh7-^iK7^/<-2 3 0) ^P)©tOTfc5 B 

mifx, migy ^s^lt 1 s pmm** b?- 

[0 0 7 1] hj&S^ 11^7*0 hra/U^^y 

^<D<fc 9 liaOI/^^t)(OT/^^, b 
ffitr— ^J^^K^t y$\Z.7 K^Stl5^\ 
o^TO^r^s^^ix^ 2 0) 0 s<tr y b&tr 

A7> ^ ^ 7 C7 K ^ M^l^, s<y-y 

MS, IM^erA^ ^ 7 7 o±fi[:^$^5 (f?#4 

2 5) 0 0»J*.tf, ©K^T*^^^ y ? <Dfzfr<Ds<Sr y b 

[0 0 7 2] y<-5ry h^^r — ~?>^"fJ**9 y ?\z.7 V 
l'* £*X5*&-g\ s<y-yb&, K*if*3 9(CP PRAfd 

iot^i^ix^ (W4 3 0) 0 roftimt, 
0>iH3tt. ASMS::, >7-~ y/u^e-^A^^ v?<DV)M& 
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[0 0 7 3] fel^PPRAtSTtSt, PPRAJi 

L7t(21 3 0^r'[So/c "A" (^#-3 1 2) -sffiifo 
10 [0 0 7 4] H5tt, *ISW*CtSo-C, ISPSB** 

h [7 — ^tc^^rmf^^A^fb I Pr*^t;n/-^ 
^SfS SixS'^y FSr^to TCPXHUDP^7-y 

b 5 0 0 (0iJ^L^\ v&^ir/Wb:^ ^ h) fit, I PTJ^ 
-iryMk^^ySps 1 0, au^-fn— 5 0, 

[0 0 7 5] IP^yt;W^7^5 10H I Pr 
T^iryUU— ^^v 5 ^.- ;U(Dtzisb<D I PS*7K^, 
20 Ml!£^fA5 1 4^:feoy-7 I P7Ku^, £ 
<St? 0 ^P-KS5 5 0fi, ^ffi^TCP^s/h 

^ 5 6 5<Dti£><D I Py-77 Kl/^, ^U^tcT K U 
^56 oco^^co-t' ^ y Y -y-—s<(D <y i/ 

ZMsZtzft^}) b-f&^—#<D£ 0 K 

5 7 0, Sr-atfo TCP/^yh 5 5 5tt, T 

CP^^h5 0 0^(ihy^yy^^ii6o r<£>^> 

[0 0 7 6] ^(C, 7>f ■ ^7"— 7^^^ • y^/i-^ 

—$:%\m-tz>mm*y bv—?n. 7/^*7* 

b V — $<D— SB-efc^r ir^?>, -7— ^/l/^fA 
-7^ 5 6 5ffiO I P y — Ki^^St*SLj&^\ 

17 — ^o— Sp-cfcSwir^tj, SK^f^5 14^I 
py-77K^Mt^c TCP^yhSOOiS 
I Pf^^t/H/' — ^^E-v^s.- — )V \ 4 8 (Ull) (Cio 
4 « -CSfS*tL«t. h 5 5 5li. »tH*^ IP7 

K^5 6 0\££oXm&l£tlZ'V—s< 1 5 5-/1-—^ 

[0077] err-, 7yf • y^c is? • 

^-^ 1 SPf28S*s/ h!7 — ^ 1 4 OCiotttfflSn 

[0 0 7 8] B l co-T V^— * y b-V—/< 155 *s«pS 

^ 5 CO'T" — ~? jV^y* J**$ 7^ 5 6 5ffl(?) I 
so P y — * T K^C^oTHTML7-^ i: Lt^x7 
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mso/u-^ii6*\ y #^7. b ztifiLV^y^— v> 

-To 

[0 0 7 9] 13 6**. ^^(-^oT. <5r— y/U^-^U 

h^— ^J*. TCP/I P/^y h 6 5 0*Ct-/n 5 
5?^ibMSOA— ^ 1 1 6— aUBSixSo :^tcp/ 
I P^<^;y h 6 5 Of*. •?J\'^:y : l**$ 7^ 6 2 0 io 
<Dtz#><D I P^e&T K^, V^— ^ y MJ-— ^6 3 

0(Dtzt&(D i p Ki/^, &u*y h £*xf;i 

4 0 , £^tp 0 

[0 0 8 0] ^-Jry b±<D I P^g&T KU-^^attLira! 

X^5:i^P), TCP^7F 6 5 0^MSO;l — ^ 
1 1 6(ClJ:oTSf§ £*t£<fc. J£*«*s/ h?-^;/ 
l l 2^mm£tiZ>o K 7-^/^1 l 2 

to, TCP/I P/^y N 6 5 OSrftpf-^^y h 20 

[0081] — *ipiS;o^ y b y—t ryy 

y by — $ t &zf$ t „ -*ifiia©y^-yiBr^* 
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**<fcj&s. Sj^LfcPPRASriSEfflLtyy^SnSo 
[0 0 8 2] fflBf u —jjmtt'?'7f a J*. — * 

[oo83] «**»^i8Jfi«icBaaur 

[[Hi] Hl«:, «^«ofcy^fA7-^f^f 
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[[U4] EMf*, «0^C^o/:^rA K^-f^— 

[15] H5tt. ^I^ot, ISP1B*^M7 
— ^XWXS^&frtb I Pf^^tyuU'- 

[16] E6li, *3SW*CfSoT. ^uaj-^u— ^ 
[ffftORB] 

1 1 0 • • • MSOA-^^u-^^y h 7 — ^ 
120 •■ • ^7>f7y h PC 

i 4 o • • • i s pmis^ * h ^ 
i 5 o • • * =3>t 0 ^— by—? 
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1. Title of Invention 

A PACKET PROCESSING RELAY AGENT TO PROVIDE 
LINK LAYER FORWARDING IN ONE-WAY CABLE / 
WIRELESS / SATELLITE MODEMS 

2. Claims 

1. A method for providing link layer forwarding 
from a two-way adapter to a one-way adapter, wherein 
said one-way adapter receives data from a computer 
network via a first communication path, and said two- 
way adapter receives data from, and sends data to, a 
service provider of said computer network via a second 
communication path, comprising the steps of: 

monitoring a data packet received at a data link 
layer driver of said two-way adapter; 

determining whether said data packet is received 
from a higher protocol layer of said two-way adapter; 

providing said data packet for communication to 
said computer network via said service provider if said 
data packet is received from said higher protocol 
layer; 

providing said data packet from said data link 
layer driver of said two-way adapter to said higher 
protocol layer if said data packet is not received from 
said higher protocol layer and is not addressed to a 
network layer address of said one-way adapter; and 

forwarding said data packet from said data link 
layer driver of said two-way adapter to a packet 
processing relay agent if said data packet is not 
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received from said higher protocol layer and is 
addressed to the network layer address of said one-way 
adapter; wherein: 

said packet processing relay agent is adapted to 
process said data packet forwarded thereto and forward 
it to said data link layer driver of said one-way 
adapter. 

2. The method of claim l, wherein: 

said first communication path comprises at least 
one of a cable television link, a satellite television 
link, and a terrestrial broadcast television link. 

3. The method of claim 1 or 2, wherein: 
said one-way adapter comprises one of a cable 

television modem, satellite television modem, and a 
terrestrial broadcast television modem. 

4. The method of one of the preceding claims, 
wherein: 

said second communication path comprises a 
telephone link. 



5. The method of one of the preceding claims, 
wherein: 
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said two-way adapter comprises a modem. 

6. The method of one of the preceding claims, 
wherein said packet processing relay agent is adapted 
to process said data packet forwarded thereto to 
provide functional enhancements including at least one 
of: 

application level proxy, Dynamic Host 
Configuration Protocol relay agent, Internet Group 
Management Protocol proxy, Internet Protocol 
encapsulation, Internet Protocol filtering, data-link 
layer tunneling, data-link layer filtering, and proxy 
Address Resolution Protocol agent. 

7. A method for providing link layer forwarding 
from a one-way adapter to a two-way adapter, wherein 
said one-way adapter receives data from a computer 
network via a first communication path, and said two- 
way adapter receives data from, and sends data to, a 
service provider of said computer network via a second 
communication path, comprising the steps of: 

monitoring a data packet received at a data link 
layer driver of said one-way adapter; 

determining whether said data packet is received 
from a higher protocol layer of said one-way adapter; 
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providing said data packet from said data link 
layer driver of said one-way adapter to said higher 
protocol layer if said data packet is not received from 
said higher protocol layer; 

forwarding said data packet from said data link 
layer driver of said one-way adapter to a packet 
processing relay agent if said data packet is received 
from said higher protocol layer; wherein: 

said packet processing relay agent is adapted to 
process said data packet forwarded thereto and forward 
it to a data link layer driver of said. two-way adapter; 
and 

said data link layer driver of said two-way 
adapter is adapted to provide said data packet for 
communication to said computer network via said service 
provider . 

8. The method of claim 7, wherein: 
said first communication path comprises at least 
one of a cable television link, a satellite television 
link, and a terrestrial broadcast television link. 



9. The method of claim 7 or 8, wherein: 
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said one-way adapter comprises one of a cable 
television modem, a satellite television modem, and a 
terrestrial broadcast television modem. 

10. The method of one of claims 7 to S, wherein: 
said second communication path comprises a 

telephone link. 

11. The method of one of claims 7 to 10, wherein: 
said two-way adapter comprises a modem. 

12. The method of one of claims 7 to 11, wherein: 
said packet processing relay agent processes said 

data packet forwarded thereto by encapsulating said 
data packet as payload in an encapsulation packet; and 

said encapsulation packet has a source address 
associated with said two-way adapter and a destination 
address associated with a decapsulation module. 

13. The method of claim 12, wherein: 

said decapsulation module decapsulates said 
encapsulation packet to recover said data packet 
encapsulated therein ; 

said recovered data packet has a destination 
address associated with a location in said computer 
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network, and a source address associated with said one- 
way adapter; and 

said recovered data packet is forwarded to said 
location of said computer network. 

14. The method of claim 13, wherein: 

said location in said computer network is an 
Internet site. 

15. The method of one of claimB 12 to 14, 
wherein: 

said decapsulation module is associated with one 
of: (a) said service provider, and (b) an operator's 
network that is associated with said first 
communication path. 

16. The method of one of claims 7 to 15, wherein 
said packet processing relay agent is adapted to 
process said data packet forwarded thereto to provide 
functional enhancements including at least one of: 

application level proxy, Dynamic Host 
Configuration Protocol relay agent, Internet Group 
Management Protocol proxy, Internet Protocol 
encapsulation, Internet Protocol filtering, data-link 
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layer tunneling, data-link layer filtering, and proxy 
Address Resolution Protocol agent. 

17. An apparatus for providing link layer 
forwarding from a two-way adapter to a one-way adapter, 
wherein said one-way adapter receives data from a 
computer network via a first communication path, and 
said two-way adapter receives data from, and sends data 
to, a service provider of said computer network via a 
second communication path, comprising: 

a data link layer driver of said one-way adapter; 

a data link layer driver of said two-way adapter 
for monitoring a data packet received thereat and 
determining whether said data packet is received from a 
higher protocol layer of said two-way adapter; and 

a packet processing relay agent; wherein: 

said data packet is provided for communication to 
said computer network via said service provider if said 
data packet is received from said higher protocol 
layer ; 

said data packet is provided from said data link 
layer driver of said two-way adapter to said higher 
protocol layer if said data packet is not received from 
said higher protocol layer and is not addressed to a 
network layer address of said one-way adapter; 



1 1 -2 8 9 3 5 2 



said data packet is forwarded from said data link 
layer driver of said two-way adapter to said packet 
processing relay agent if said data packet is not 
received from said higher protocol layer and is 
addressed to said network layer address of said one-way 
adapter; and 

said packet processing relay agent is adapted to 
process said data packet forwarded thereto and forward 
it to said data link layer driver of said one-way 
adapter. 

18. The apparatus of claim 17, wherein: 

said first communication path comprises at least 
one of a cable television link, a satellite television 
link, and a terrestrial broadcast television link. 

19. The apparatus of claim 17 or 18, wherein: 
said one-way adapter comprises one of a cable 

television modem, a satellite television modem, and a 
terrestrial broadcast television modem. 

20. The apparatus of one of claims 17 to 19 , 
wherein : 

said second communication path comprises a 
telephone link. 
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21. The apparatus of one of claims 17 to 20, 
wherein: 

said two-way adapter comprises a modem. 

22. The apparatus of one of claims 17 to 21, 
wherein said packet processing relay agent is adapted 
to process said data packet forwarded thereto to 
provide functional enhancements including at least one 
of: 

application level proxy, Dynamic Host 
Configuration Protocol relay agent, Internet Group 
Management Protocol proxy, Internet Protocol 
encapsulation, Internet Protocol filtering, data-link 
layer tunneling, data-link layer filtering, and proxy 
Address Resolution Protocol agent. 

23. An apparatus for providing link layer 
forwarding from a one-way adapter to a two-way adapter, 
wherein said one-way adapter receives data from a 
computer network via a first communication path, and 
said two-way adapter receives data from, and sends data 
to, a service provider of said computer network via a 
second communication path, comprising: 

a data link layer driver of said two-way adapter; 
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a data link layer driver of said one-way adapter 
for monitoring a data packet received thereat and for 
determining whether said data packet is received from a 
higher protocol layer of said one-way adapter; and 

a packet processing relay agent; wherein: 

said data packet is provided from said data link 
layer driver of said one-way adapter to said higher 
protocol layer if said data packet is not received from 
said higher protocol layer; 

said data packet is forwarded from said data link 
layer driver of said one-way adapter to said packet 
processing relay agent if said data packet is received 
from said higher protocol layer; 

said packet processing relay agent is adapted to 
process said data packet forwarded thereto and forward 
it to said data link layer driver of said two-way 
adapter; and 

said data link layer driver of said two-way 
adapter is adapted to provide said data packet 
forwarded thereto for communication to said computer 
network via said service provider. 

24. The apparatus of claim 22 , wherein: 
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said first communication path comprises at least 
one of a cable television link, a satellite television 
link, and a terrestrial broadcast television link. 

25. The apparatus of claim 23 or 24 , wherein: 
said one-way adapter comprises one of a cable 

television modem, a satellite television modem, and a 
terrestrial broadcast television modem. 

26. The apparatus of one of claims 23 to 25, 
wherein : 

said second communication path comprises a 
telephone link. 

27. The apparatus of one of claims 23 to 25, 
wherein : 

said two-way adapter comprises a modem. 

28. The apparatus of one of claims 23 to 27, 
wherein : 

said packet processing relay agent processes said 
data packet forwarded thereto by encapsulating said 
data packet as payload in a encapsulation packet; and 
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said encapsulation packet has a source address 
associated with said two-way adapter and a destination 
address associated with a decapsulation module. 

29. The apparatus of claim 28 , wherein: 
said decapsulation module decapsulates said 

encapsulation packet to recover said data packet 
encapsulated therein; 

said recovered data packet has a destination 
address associated with a location in said computer 
network, and a source address associated with said one- 
way adapter; and 

said recovered data packet is forwarded to said 
location of said computer network. 

30. The apparatus of claim 29, wherein: 
said location in said computer network is an 

Internet site. 

31. The apparatus of one of claims 2 8 to 30, 
wherein: 

said decapsulation module is associated with one 
of: (a) said service provider, and (b) an operator's 
network that is associated with said first 
communication path. 



32. The apparatus of one of claims 23 to 31, 
wherein said packet processing relay agent is adapted 
to process said data packet forwarded thereto to 
provide functional enhancements including at least one 
of: 

application level proxy, Dynamic Host 
Configuration Protocol relay agent, Internet Group 
Management Protocol proxy, Internet Protocol 
encapsulation, Internet Protocol filtering, data-link 
layer tunneling, data-link layer filtering, and proxy 
Address Resolution Protocol agent. 
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3. Detailed Description of Invention 



This application claims the benefit of U.S. 
5 provisional patent application serial no. 

60/065,054, filed November 10, 1997. 

BACKGROUND OF THE INVENTION 

The present invention relates to a method and 
apparatus for allowing a personal computer to 
10 receive data from a computer network such as the 

Internet via a broadcast channel, e.g., of a cable 
or satellite television network, while transmitting 
data upstream to the computer network via a 
tel ephone 1 ine . 
15 The following acronyms are used: 

ARP - Address Resolution Protocol; 
CPU - Central Processing Unit; 
DHCP - Dynamic Host Configuration Protocol; 
HTTP - Hyper Text Transport Protocol; 
2 0 IETF - Internee Engineering Task Force; 

IETF - Internet Engineering Task Force? 
IGMP - Internet Group Management Protocol; 
IP - Internet Protocol ; 

IPCP - Internet Protocol Configuration 
25 Protocol; 
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ISP - Internet Service Provider; 
LAN -Local Area Network; 

LMDS - Local Multi -point Distribution System; 

MMDS - Multi -channel Multi-point Distribution 
5 System; 

MSO - Multiple Systems Operator; 

PC - Personal Computer; 

PPP - Point- to- Point Protocol; 

PPRA - Packet Processing Relay Agent; 
10 RF - Radio Frequency; 

RFC - Request For Comments; 

TCP - Transmission Control Protocol; 

UDP - User Datagram Protocol; 

UHF - Ultra High Frequency; and 
15 WAN - Wide- Area Network. 



Existing cable television networks deliver 
digital television signals to users' homes via 
coaxial cable, or hybrid fiber and coaxial cable 
networks. Additionally, satellite distribution 

20 networks that transmit programs directly to a user's 
home have also gained increased popularity. The 
digital signals transmitted to the user provide 
high-fidelity video and audio. Other types of data 
can also be transmitted to the user, such as closed 

25 captioning data, stock data, weather reports and the 

like. This data may be modulated onto an entire 
television signal channel, or a portion of the 
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television signal channel, such as the vertical 
blanking interval, and recovered at a decoder in the 
user's home. 

Additionally, some cable networks provide an 
5 upstream communication path that allows a user to 

transmit signals to the headend, for example, to 
order pay-per-view programming, or to check on an 
account balance. 

Furthermore, computer networks such as the 

10 Internet are growing rapidly in popularity, 

particularly among the general public who use the 
Internet for entertainment, educational; and 
informational purposes, and to communicate with 
other users. A user typically accesses the Internet 

15 via a PC and a telephone modem via a conventional 

duplex telephone line to download graphics, text and 
even audio and video data from various remote 
servers. Users may also communicate real-time with 
one another by transmitting data from a sender's PC 

20 to the receiver's PC. Thus, data is transmitted to 

and from the PC via the two-way telephone modem. 

An important difference between telephone and 
cable or satellite television networks is bandwidth. 
Because telephone networks were built to carry only 

2 5 voice signals, the bandwidth iB very limited, e.g., 

3 KHz. In contrast, cable television and satellite 
networks are designed to deliver full -motion video 
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and, as a result, have a much greater bandwidth, 
e.g., several hundred MHz or more. 

Accordingly, the provision of Internet data 
services and the like on a cable or satellite 
5 network would be highly desirable due to the 

increased bandwidth available. Such an arrangement 
would greatly speed the response to the user's PC, 
while providing additional marketing opportunities 
for cable and satellite network operators . 

10 However, the provision of an upstream path is 

not feasible for satellite or terrestrial broadcast 
networks, including UHF, MMDS and LMDS. Moreover, 
many cable television networks are not configured 
for upstream communications, or any such 

15 provisioning may be limited and not suitable for 

handling transmissions from a larger number of 
users. In particular, network operators may prefer 
to maintain the available upstream path for 
significant revenue -enhancing activities such as 

20 pay-per-view orders. 

Furthermore, since the cable/satellite channel 
is a broadcast channel, and the telephone line is a 
point-to-point channel, communication and addressing 
protocols that are available on a PC do not work 

25 seamlessly in the cable/satellite broadcast 

environment. Moreover, the communication and 
addressing protocols of a computer network are 
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generally incompatible with cable and satellite 
television equipment. 

Accordingly, it would be desirable to provide a 
system that allows a PC to receive data from a 
5 computer network such as the Internet via a 

downstream broadcast channel of a cable, satellite 
or terrestrial broadcast television network, while 
transmitting data to the computer network via an 
upstream telephone line. The system should provide 

10 compatibility with the routing /addressing 

conventions of the protocols stack used by the 
computer network* 

In addition, the system should be designed so 
that packets with a cable modem source address are 

15 not rejected by the telephone network. Such 

rejection would occur if the telephone network 
provider uses ant i -spoof ing filters that reject 
packets with source addresses that are not 
recognized by the telephone network. Accordingly, 

2 0 the system should be designed to have the telephone 

network assigned source addresses on packets going 
through the telephone network. 

The system should provide a logical path from a 
cable modem to a phone modem. 

2 5 The system should provide a packet processing 

relay agent that implements functional enhancements 
including application level proxy, DHCP relay agent, 
IGMP proxy, IP encapsulation, IP filtering, data- 



link layer tunneling, data link layer filtering, and 
proxy ARP agents . 

The present invention provides a system having 
the above and other advantages . 
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SUMMARY OF THE IKVENTION 

The present invention relates to a method and 
apparatus for allowing a personal computer, 
router/bridge or other device to receive data from a 
5 computer network such as the Internet via a 

broadcast channel of a cable, satellite or other 
terrestrial broadcast television network, while 
transmitting data upstream to the computer network 
via a telephone line. The invention thereby allows 

10 a user to quickly access and retrieve data from the 
computer network via a high bandwidth channel. 

A particular method is presented for providing 
link layer forwarding from a one-way, receive-only 
adapter, such as a cable, satellite, terrestrial 

15 broadcast, or other wired or wireless modem, to the 
computer network using a two-way adapter, such as a 
telephone modem. Terrestrial broadcast systems, 
such as MMDS, employ line-of -sight terrestrial 
signals such as microwave signals. The one-way 

20 adapter receives data from a computer network via a 

first communication path, such as a cable television 
link or satellite link, and the two-way adapter 
receives data from, and sends data to, a service 
provider of the computer network via a second 

25 communication path, such as a telephone link. The 

service provider may be an ISP that allows a user to 
access a computer network such as the Internet. 
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A method for providing link layer forwarding 
from a one-way adapter to a two-way adapter includes 
the steps of: monitoring a data packet received at a 
data link layer driver of the one-way adapter, and 
5 determining whether the data packet is received from 
a higher protocol layer of the one-way adapter. The 
data packet is provided from the data link layer 
driver of the one-way adapter to the higher protocol 
layer if the data packet is not received from the 
10 higher protocol layer. 

Essentially, if the data packet is not received 
from the higher protocol layer of the one-way 
adapter, it is likely received from a lower protocol 
layer, e.g., the physical layer comprising the one- 
15 way adapter. In this case, the data packet may 

include, for example, Internet data received via the 
first communication path. 

The data packet is forwarded from the data link 
layer driver of the one-way adapter to a packet 
20 processing relay agent if the data packet is 

received from the higher protocol layer. The packet 
processing relay agent processes the data packet 
forwarded to it, then forwards the data packet to a 
data link layer driver of the two-way adapter. The 
25 data link layer driver of the two-way adapter 

provides the data packet for communication to the 
computer network via the service provider, e.g., by 
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sending the packet upstream on the second 
communication path. 

A further method in accordance with the present 
invention includes the steps of monitoring a data 
5 packet received at a data link layer driver of the 
two-way adapter, and determining whether the data 
packet is received from a higher protocol layer of 
the two-way adapter. The data packet is provided 
for communication to the computer network via the 

10 service provider if the data packet is received from 

the higher protocol layer. 

The data packet is provided from the data link 
layer driver of the two-way adapter to the higher 
protocol layer if the data packet is not received 

15 from the higher protocol layer and is not addressed 

to the IP/network address of the one-way adapter. 
The data packet is forwarded from the data link 
layer driver of the two-way adapter to a packet 
processing relay agent if the data packet is not 

20 received from the higher protocol layer but is 

addressed to the IP/network address of the one-way 
adapter . 

Essentially, if the data packet is not received 
from the higher protocol layer of the two-way 
25 adapter, it is received from a lower protocol layer, 

e.g., the physical layer comprising the two-way 
adapter. In this case, the data packet may include, 
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for example, session initialization data received 
from the service provider. 

The packet processing relay agent processes the 
data packet forwarded to it, then forwards the data 
5 packet to the data link layer driver of the one-way 
adapter. 

The packet processing relay agent may process 
the data packet forwarded to it to provide 
functional enhancements including at least one of: 

10 application level proxy, DHCP relay agent, IGMP 

proxy, IP encapsulation, IP filtering, data-link 
layer tunneling, data- link layer filtering, and 
proxy ARP agent. 

In one embodiment, in addition to the 

15 forwarding function, the packet processing relay 

agent processes the data packet forwarded to it by 
encapsulating the data packet as payload in a 
encapsulation packet. The encapsulation packet has 
a source address associated with the two-way adapter 

20 and a destination address associated with a 

decapsulation module. The decapsulation module may 
be at the cable operator's network, or between the 
phone network (e.g., ISP) and the computer network 
(e.g., Internet). This allows the encapsulation 

2 5 packet to be recognized by the service provider even 

though the source address of the one-way adapter is 
not recognized by the service provider. 

The decapsulation module, which is typically 
associated with the cable operator's network, 
decapsulates the encapsulation packet to recover the 
data packet encapsulated therein. The recovered 
5 data packet has a destination address associated 
with a location in the computer network, and a 
source address associated with the one-way adapter. 
The recovered data packet is then forwarded to . the 
location of the computer network, such as an 
10 Internet web site. 

The packet processing relay agent is adapted to 
process the data packet forwarded to it to provide 
one or more of the functional enhancements mentioned 
above . 

15 Corresponding apparatus structures are also 

presented. 
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DETAILED DESCRIPTION OP THE INVENTION 

The present invention relates to a method and 
apparatus for allowing a personal computer, 
router/bridge or other device to receive data from a 
computer network such as the Internet via a 
broadcast channel of a cable, satellite or other 
terrestrial broadcast television network, while 
transmitting data upstream to the computer network 
via a telephone line. 

The term "computer network 1 .' is used herein to 
refer to any network, internet, the Internet, subnet 
or the like. 

A protocol for communicating data in a computer 
network is often defined by a stack of protocol 
layers. Each layer performs a service for the next 
higher layer, and each layer's protocol is 
independent of the other layer's protocols. The 
services performed may include adding header and/or 
trailer information, setting a timer, or performing 
error detection and/or error correction, for 
example . 

The lowest layer in the stack is the physical 
layer, which is a physical medium. Next, a data 
link layer, network layer, transport layer, and 
application layer may be provided. The application 
layer refers to software such as a browser operating 
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on a PC. The transport layer enhances the 
reliability of the network layer by accounting for 
lost or errored packets, and allows a standard set 
of primitives to be used with different networks. 
The network layer chooses appropriate paths {e.g., 
links and routers) for communicating packets of data 
from a source to a destination, and allows 
communication between different types of networks. 
In particular, management of bandwidth in the 
different links and routers is provided. The data 
link layer accounts for framing of data packets 
(e.g., proper size of the data frame), error 
control, flow control, and error detection and 
correction. The physical layer, which may include 
copper wire or optical fiber, or a wireless path, is 
the medium over which data packets are communicated. 

At the network layer, the data from the 
transport layer is provided as a packet, and a 
packet header may be added. At the data link layer, 
the data from the network layer is provided as a 
frame, and a frame header may be added. Processing 
of packets may be referred to at the data link 
layer, where it is understood that frames of packets 
are provided. Finally, at the physical layer, the 
frame is modulated onto a carrier for transmission 
across the physical medium. 

Frames of data that are received by the 
destination machine are processed in a reverse 
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order, e.g., from the physical layer to the data 
link layer, network layer, transport layer, and 
application layer. 

In particular, the Internet typically uses a 
connection-oriented transport layer protocol known 
as TCP, and a network layer protocol known as IP. 
TCP service is established by having the sending and 
receiving machines create end points known as 
sockets. Each socket has a socket number or address 
that includes the IP address of the host and a 16- 
bit number local to the host, known as a port. 
Thus, TCP header includes a source port and a 
destination port. A connection is explicitly 
established between a socket on the sending machine 
and a socket on the receiving machine using socket 
calls . 

However, TCP/IP stack difficulties are 
encountered when communicating data from a computer 
network to a PC or router/bridge device via a one- 
way broadcast network, where the return path is 
provided, e.g., by an upstream telephone link from 
the PC or router/bridge device to the computer 
network . 

For example, for a cable modem system, the 
cable television plant may allocate a standard 
television channel (e.g., 6 MHz) to data transfer 
for Internet and multimedia services. A PC 
interfaces with the television plant (e.g., 
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"broadcast plant") network via the cable modem using 
the same type of hook-up aa a television. Once 
connected, the cable modem tunes to the channel set* 
aside for data transfer to access the Internet and 
other multimedia services offered by the cable 
television operator. 

The cable modem receives digital information 
carried over the television network and passes it 
through to the PC. Return signal communication from 
the PC at the customer premises to the Internet 
server is provided over an alternate path, such as a 
telephone connection. 

Furthermore, in a ° dual -homed" cable modem 
architecture, IP addresses for a cable modem and a 
telephone modem (e.g., return path adapter) are 
usually dynamically assigned and managed from 
different address pools. The cable modem and 
telephone modem are also known as "adapters". The 
term "dual -homed' 1 refers to an architecture where 
there are two networks adapters in a single device, 
such as a PC, and different IP addresses are used 
for each of these adapters. The address of the 
phone adapter may be assigned using IPCP, while the 
address of the cable modem is typically assigned 
using a DHCP, for example. 

In the dual -homing cable modem network 
architecture, due to the one-way nature of the cable 
television link, all upstream traffic is directed to 
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the phone modem. Data sent from the Internet server 
to the PC should be addressed to the IP stack 
associated with the cable modem adapter. However, 
the packets going out of the phone adapter usually 
have the IP address associated with the phone 
adapter. This arrangement violates the 
routing/ addressing conventions of most client TCP/IP 
stacks . 

PIG. 1 illustrates a system architecture in 
accordance with the present invention. The 
architecture includes a MSO/cable operator's network 
110, a client PC 120, which may be located at a 
user's home, an ISP phone network 140 (e.g., 
switching facility) , and a computer network 150 such 
as the Internet. The MSO/cable operator's network 
110 includes a MSO router 116 for communicating with 
the Internet 150, a cable network address server 114 
for assigning DHCP address to different cable modems 
served by the network 110, and a broadband network 
hub 112 that provides data on an RF channel 118 to a 
population of cable modems. An IP decapsulator 
module 143 may also be associated with the cable 
operator's network 110. 

Optionally, the IP decapsulator module 148 may 
be provided between the ISP phone network 140 and 
the Internet 150. 

The RF channel may be a cable link, e.g., 
comprising optical fiber and/or coaxial cable, or a 
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wireless network, such as a satellite link, or a 
MMDS link. Note that the RF channel 118 can also 
broadcasts television signals and other data to a 
decoder population in a conventional manner. The 
present invention is compatible with existing 
broadcasting and receiving equipment . 

The PC 12 0, which could alternatively be a 
router /bridge device connected to one or more PCs in 
a home, e.g., in a LAN, includes a one-way cable 
modem 122 (e.g., one-way adapter), a packet 
processing relay agent 124 in accordance with the 
present invention, and a phone modem 126 (e.g., two- 
way adapter) . The phone modem 126 includes transmit 
and receive capabilities, while the cable modem 122 
is receive-only. A communication path 128 allows 
communication between these elements. The cable 
modem 122 and phone modem 12 6 may be provided as 
internal or external cards of the PC, for example. 
The relay agent 124 may be implemented in software, 
firmware, and/or hardware in the PC 120 or in a 
device external to the PC 120. The modem 122 may be 
used with cable, satellite, MMDS, LMDS , UHF or other 
signals, for example. 

Note that the PC 12 0 includes conventional 
hardware components such as a CPU and memory, that 
may provide control signals to the cable modem 122 
and phone modem 126 as well as implement the 
functions of the relay agent 124. 
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The ISP phone network 14 0 receives data from 
the phone modem 126 via a telephone line 138. The 
ISP phone network 140 includes a terminal server 
144 , phone network address server 146, and an ISP 
router 142 that connects the ISP phone network 140 
to the Internet 150. The Internet 150 includes a 
representative server 155 that stores data for 
retrieval by the PC 120. 

The PPRA 124 is a data link layer forwarding 
entity that may be used in one-way systems where 
data is received through one interface but is- sent 
out through a different return path interface. 
Additional transport, network or link layer 
processing may be included in the packet processing 
agent, transparent to the higher layers in the 
protocol stack. 

The PPRA 124 looks at all packets received from 
the protocol stack bound to a one-way adapter. In 
the illustrated embodiment, the one-way adapter is 
the cable modem 122, which only receives downstream 
information from the cable television network 114 
via the RF channel 118. In addition, the relay 
agent 124 monitors all packets sent to, and received 
from, the return path adapter, which in the 
illustrated embodiment is the phone modem 126. At a 
minimum, the PPRA 124 forwards packets at the data 
link layer from the one-way adapter 122 to the 
return path adapter 126. 
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In some cases, routers on the telephone return 
network, such as ISP router 142, may reject packets 
if the source address of the packets is not from 
networks they manage. For example, if a packet has 
a source address corresponding to the cable modem 
122, it will not be recognized by the ISP router 
142, and is therefore dropped (discarded) at the ISP 
router 142. However, a packet with a source address 
from the phone modem 126 will be recognized, and is 
permitted to traverse from the ISP network 140 to 
the Internet 150. The ISP router 142 uses an anti- 
spoofing filter to filter out packets that are not 
recognized. Additionally, the source addresses on 
recognized packets are those addresses previously 
assigned by the phone network address server 14 6 

Data- link layer or network layer tunneling 
protocols can be used to circumvent such an anti- 
spoofing filter. Tunneling allows communication 
between source and destination hosts that are on 
different networks which are of the same type, but 
are separated by a network with a different type. 
With tunneling, an entire packet is carried in the 
payload data field of another packet. 

The tunnels defined over the data link layer 
(Layer 2, Point-to-Point Tunneling Protocol "PPTP n , 
Layer 2 Tunneling Protocol "L2TP") and the network 
layer (Layer 3, IP tunneling) are two-way tunnels. 
As the cable modem network architecture is 
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asymmetrical with respect to routing, an IP 
tunneling scheme, such as that defined in IETF RFC 
2003, may be partially implemented on the cable 
modem system. 

The invention implements a one-way tunnel in 
the upstream direction, through the ISP phone 
network 140, e.g., from the PC 120 to the IP 
decapsulator 14 8 in the MSO/cable operator's network 
110. At the network layer, the source address in 
the outer IP header of each packet is the IP address 
that is addressed to the PPP adapter, or the IP 
address of the phone modem 125. The destination 
address in the header is that of the IP decapsulator 
module 148. When an anti -spoof ing filter is used at 
the ISP router 142, all outgoing packets from the 
cable modem stack are encapsulated as discussed 
before being sent out of the phone adapter 12 6 by an 
IP encapsulation function implemented in the PPRA 
124. 

As mentioned, the address of the phone modem 
126 is assigned using the IPCP, while preferably the 
address of the cable modem 122 is assigned using a 
DHCP. Network provisioning using DHCP requires bi- 
directional communication with the DHCP cable 
network address server 114 through the adapter that 
needs the configuration parameters, e.g., the cable 
adapter 122. 
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PIG. 2 illustrates a protocol stack in 
accordance with the present invention. The stack 
200, representing the protocol of the PC 120, 
includes user applications 210 (e.g., such as an 
Internet browser running on a PC) , a transport 
driver layer 220, e.g. , using TCP, a network drive 
layer 230, e.g., using IP, a data link layer 240, 
and a physical layer 250. 

The data link layer 240 includes a phone modem 
driver 226, a PPRA 224, and a cable modem driver 
222. The physical layer includes the phone modem 
126 and cable modem 122. The PC receives data via 
the receive -only cable modem 122, and sends and 
receives data via the phone modem 126. For example, 
a user may enter a request at the user application 
layer 210 to view a web page at a web site on the 
Internet. In this case, processing flows from the 
user application layer 210, to the transport layer 
driver 220, to the network layer driver 23 0, to the 
cable modem driver, to the relay agent 224, to the 
phone modem driver 22 6, and finally to the phone 
modem 126. Note that the cable modem driver 222 
sends the user request to the relay agent 224 
instead of the cable modem 122. The phone modem 126 
then uses the telephone link to forward a message to 
the phone network. The message is then routed to 
the appropriate Internet server based on its 
destination address . 
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The server 155 receives the request for the 
appropriate web page, typically according to the 
HTTP. The server 155 sends the requested 
information back to the PC 120 at the IP address 
associated with the cable modem adapter 122. 
Specifically, the requested information is sent to 
the MSO/cable operator's network, and is then sent 
over the RF channel 118 and received by the cable 
modem 222. Processing for this data flows from the 
cable modem 122, to the cable modem driver 222, to 
the network layer driver 230, to the transport layer 
driver 220, and finally to the user application 
layer 210, where it is processed by the browser and 
displayed on the PC's screen. 

Initially, when the PC 120 wishes to establish 
a connection with the ISP phone network 140 of FIG . 
1, a session initialization must occur. 

Firstly, the phone modem 126 needs to connect 
with the terminal server 14 4 and obtain an IP 
address that is then assigned to the TCP/IP stack 
associated with the phone modem. Information 
exchanged between the PC and the ISP phone network 
140 during session initialization includes 
connection request and connection indication 
primitives . 

At this point, two-way communication with 
servers on the Internet is possible over the phone 
link. Next, the cable modem stack needg to be 
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initialized. This means that the cable modem needs 
to obtain its IP address and network configuration 
information. Since the cable modem 122 is a one- 
way, receive -only adapter, this request for 
information is sent out through the phone modem 
adapter 126 using the PPRA 124. 

In response to the request, the IP address for 
the cable modem and network initialization 
information from the cable network address server 
114 is received at the phone modem adapter 126 via 
the Internet 150 and the ISP phone network 140. 
Once the cable modem stack is initialized, all data 
communicated to the cable modem stack is received at 
the cable modem 122 and does not come through the 
phone modem 126. 

Once a connection has been established for the 
PC, for upstream communication from the cable modem 
stack to the Internet, packets are forwarded at the 
data link layer 240 from the cable modem driver 222 
to the phone modem driver 226 via the PPRA 124. The 
packets are then provided from the phone modem 
driver 226 to the return path adapter (e.g., phone 
modem) 126, and transmitted upstream to the ISP 
phone network 140. Additional processing of packets 
to augment application, transport, network and data- 
link layer functions can be included in the PPRA 
224. Functional enhancements that can be 
implemented in the PPRA include application level 
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proxy, DHCP relay agent, IC34P proxy, IP 
encapsulation, IP filtering, data -link layer 
tunneling and filtering and proxy ARP agents. 

Note that the stack 200 may be considered to 
conceptually represent a phone modem stack 202 on 
the left-hand side, and a cable modem stack 204 on 
the right-hand side. In the data link layer 24 0, 
the PPRA 224 may be considered an interface between 
the phone modem stack 202 and the cable modem stack 
204 at the data link layer. 

Generally, in FIG. 2, the dashed lines 
represent possible data flow during initialization, 
while the thick lines represent possible data flow 
in a normal Internet access run mode of the cable 
modem, following initialization. The path between 
the phone modem driver 226 and the phone modem 126 
is bi-directional at all times, and can therefore 
carry both initialization data and Internet data as 
required . 

FIG. 3 illustrates a process flow for a cable 
modem driver in accordance with the present 
invention. Processing begins at box 300, At box 
305, a determination is made as to whether a packet 
ig received by the cable modem driver. If so, 
processing proceeds at box 310, where a 
determination is made as to whether the packet is 
from a higher protocol layer. Processing may also 
proceed at box 310 via "A" 312 from FIG. 4 for 
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packets received by the cable modem driver 222 from 
the PPRA 224. 

Note that data received by the cable modem 
driver from the PPRA (e.g., from "A" 312) may 
include session initialization data for establishing 
a session with the Internet. Moreover, DHCP 
transactions at session initialization of the cable 
modem require two-way communication with the cable 
network address server 114. The initialization data 
is sent from the cable network address server 1L4 to 
the phone modem interface, and is intended to be 
sent to the cable modem stack. 

If the packet is not from a higher protocol 
layer, the packet is from the cable modem 122 at the 
lower, physical layer in the cable modem stack 204* 
In this case, at box 315, the packet is forwarded 
upward to the network layer driver and subsequent ' 
higher layers in the cable modem stack 204. The 
data received by the cable modem driver 222 from the 
cable modem 122 is the data, such as a web page, 
sent over the downstream channel of a cable 
television plant (e.g., RF channel 118) , satellite 
broadcast link, or other channel. 

If the packet is from a higher protocol layer 
(e.g., layers 210, 220, or 220), at box 320, the 
packet is forwarded to the PPRA. At box 325, the 
PPRA processes the packet as required. This 
processing may include encapsulation or 
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decapsulation, or any of the functional enhancements 
referred to previously. Once processing is complete 
at the PPRA 224, at box 330, the PPRA sends a 
"packet ready to send" signal to the phone modem 
driver 226. At box 335, the packet is forwarded to 
the phone modem driver, and at box 340, the packet 
is forwarded from the phone modem driver 226 to the 
phone modem 12 6. The packet is then ready for 
transmission upstream on a telephone link. 
Processing terminates at box 345. 

FIG. 4 illustrates a process flow for a phone 
modem driver in accordance with the present 
invention. The process flow begins at box 400. At 
box 405, a determination is made as to whether a 
packet is received by the phone modem driver 226. 
Recall that frames comprising several packets are 
processed by the phone modem driver at the data link 
layer. If a packet is present, a determination is 
made at box 410 as to whether the packet is from a 
higher protocol layer. If so, at box 415, the 
packet is from a higher level driver in the phone 
modem protocol stack (such as the network layer 
driver 230) . The packet is then processed as 
required. The packet may subsequently be 
transmitted to the ISP phone network 140 via a 
telephone link at box 417. 

If the packet is not from a higher level in the 
phone modem protocol stack, at box 42 0 a 



VtmW- 1 1 -2 8 9 3 5 2 



determination is made as to whether the packet ia 
addressed to the cable modem stack. If not, at box 
425, the packet is forwarded upward in the phone 
modem stack. For example, the packet intended for 
the phone modem stack may include session 
initialization data for the phone modem. 

If the packet is addressed to the cable modem 
stack, at box 430, the packet is processed by the 
PPRA as required. This processing can include 
encapsulation or decapsulation, or any of the other 
functional enhancements referred to above. For 
example, the packet intended for the cable modem 
stack may include session initialization data for 
the cable modem. Communication of data to the cable 
modem stack via the phone modem driver will 
typically occur during the initialization phase of 
the cable modem stack. Once the system is 
initialized and the network is operational, 
communications from the Internet to the cable modem 
occur via the broadcast RF channel and not via the 
phone modem. 

When processing is completed at the PPRA, at 
box 4 40, the PPRA sends a "packet ready to send" 
signal to the cable modem driver. At box 445, the 
packet is forwarded to the cable modem driver, and 
processing continues at "A" 312 in FIG. 3. 

FIG. 5 illustrates a packet that is transmitted 
from a phone modem to an IP decapsulator at an ISP 
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phone network in accordance with the present 
invention. A TCP or UDP packet 500 (e.g., 
encapsulation packet) includes an IP encapsulation 
header 510 and a payload 550. Note that the packet 
500 is shown in a simplified form, as various other 
fields such aa a checksum field and a sequence 
number field are not shown. 

The IP encapsulation header 510 includes an IP 
destination address for an IP decapsulator module 
512, and an IP source address for the phone modem 
514. The payload 550 carries another entire TCP 
packet 555, which includes an IP destination address 
for an Internet server 560 (or other location in a 
computer network) , an IP source address for a cable 
modem stack 565, and a payload 570, such as data 
requesting to view a web page for the particular 
Internet server in the destination address 560. 
Here, the TCP packet 555 is tunneled within the TCP 
packet 500. This configuration circumvents the 
anti -spoofing filters used by telephone networks. 

Specifically, a telephone network employing 
ant i -spoof ing filters would not recognize the IP 
source address for the cable modem stack 5 65 since 
the cable modem is not part of the telephone 
network. However, the telephone network will 
recognize the IP source address for the phone modem 
514, since the phone modem is part of the telephone 
network. When the TCP packet 500 is received by an 
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XP decapsulator module 148 (FIG. 1), the packet 555 
is extracted and routed to the server 155 identified 
by the IP address 560. 

Note that if ant i -spoof ing filters are not used 
by the ISP phone network 140, the packet 555 may be 
transmitted directly without tunneling. 

When the Internet server 155 of FIG. 1 receives 
a request to view a particular web page, the server 
transmits the web page as HTML data according to the 
IP source address for the cable modem stack 565 of 
FIG. 5. This IP source address 565 designates that 
the MSO router 116 should receive the requested web 
page or other data. 

FIG. 6 illustrates a packet that is transmitted 
from a cable operator's network to a cable modem in 
accordance with the present invention. The web page 
or other Internet data is transmitted from the 
server 155 to the MSO router 116 as a TCP/IP packet 
6S0, which includes the IP destination address for 
the cable modem stack 620, the IP source address of 
the Internet server 63 0, and a payload portion 64 0 
comprising the requested web page data or other 
data . 

When the TCP packet 650 is received by the MSO 
router 116, it is forwarded to the broadcast network 
hub 112 since the IP destination address on the 
packet is that assigned to the cable modem on the 
downstream RF channel . The broadband network hub 
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112 transmits an overall data packet 600 that 
includes the TCP/IP packet 650 to the cable modem 
122 via the RF channel 118 in an available channel 
allocation. 

It should now be appreciated that the present 
invention provides a method of forwarding data 
between a one-way network adapter and a two-way- 
return path adapter. The invention is not limited 
to use with cable television systems nor with 
telephone return paths. Any suitable one-way 
network adapter and two-way return path adapter can 
be linked using the PPRA disclosed herein. 

Moreover, the term "one -way adapter" is meant 
to encompass an adapter that has only a one-way 
receive-only capability, as well as an adapter that 
has a two-way capability but is operating in a one- 
way mode . 

Although the invention has been described in 
connection with various specific embodiments, those 
skilled in the art will appreciate that numerous 
adaptations and modifications may be made thereto 
without departing from the spirit and scope of the 
invention as set forth in the claims. 
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4. Brief Description of Invention 

PIG. 1 illustrates a system architecture in 
accordance with the present invention. 

FIG. 2 illustrates a protocol stack in 
accordance with the present invention. 

FIG. 3 illustrates a process flow for a cable 
modem driver in accordance with the present 
invention . 

FIG. 4 illustrates a process flow for a phone 
modem driver in accordance with the present 
invention. 

FIG. 5 illustrates a packet that is transmitted 
from a phone modem to an IP decapsulator at an ISP 
phone network in accordance with the present 
invention. 

FIG . 6 illustrates a packet that is transmitted 
from a cable operator's network to a cable modem in 
accordance with the present invention. 
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1. Abstract 

A method and apparatus for allowing a personal 
computer to receive data from a computer network 
such as the Internet via a broadcast channel of a 
cable or satellite television network, while 
transmitting data upstream to the computer network 
via a telephone line. A packet processing relay 
agent (PPRA) forwards data at the data link layer 
between a one-way network adapter, such as a cable 
modem that receives Internet data via a cable 
network, and a two-way return path adapter, such as 
a telephone modem that communicates with Internet 
servers and other users via a telephone network. 
The system provides compatibility with TCP/IP 
routing/ addressing conventions by forwarding 
upstream IP packets with a cable modem source 
address over the telephone modem. The PPRA can 
enhance functionality by incorporating higher layer 
functions at the data link layer. 

2. Representative Drawing 
Fig.l 
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